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public static string regPath = "SOFTWAREA\Microsoft\\Windows\\CurrentVersion\\Run";

RegistryKey rkBpp = Registry.CurrentUser.OpenSubKey(regPath, true);

rkApp.SetValue ("Kernel32", Application.ExecutablePath.ToString());

gﬁﬁ W-1 nastlalusunsuasly Windows Registry

static public void killProcess(Process process)

{

if (!Initializedl) Initialize():
new Proc{process); i
TaskManagerReload = true; ‘

gﬂﬁ -2 Bentositudoulusigaly Task Manager
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private void reLoad()
{

WebClient we = new WebClient ();

wc.DownloadFile ("http://202.29.22.163/lecturer/pak/blockprocess/blocklist, txt",
"list.txt");

try
{
using (StresnmReader sr = new StreamReader("list.txt™))

{

String line;

while ((line = sr.ReadLine()) !'= null)
{

}

checkBlacklistProcss{line);

}
}
catch (Exception ex)
{
//Do Nothing

}

=] or ey w | -
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private void checkBlacklistProcss(string line)

startup

{

//Default Delay Time = 10s

//Process will hide from taskbar in 10s
//New Add

if (autoRUN == true)

{
// Add the value in the registry so that the application runs at

rkApp.SetValue ("Kernel32", Application,ExecutablePath.ToString(});
}

else

staxrt

{

// Remove the value from the registry so that the application doesn't

rkApp.DeletevValue ("Kernel32", false):
}

Process p = Process,GetProcessByld(Process.GetCurrentProcess () .,1d);
HideIt.killProcess(p);
//End

WindowsIdentity myldent = Windowsldentity.GetCurrent ()
WindowsPiincipal myPrincipal = new WindowsPrincipal (myldent);

//LAB COMPUTER NETWORK LABORATQRY

if (myPrincipa sInRole(WindowsBuiltInRole Administrator))

{

foreach (Process clsProcess in FProcess.GetProcesses|())
{

1f {clsProcess.ProcessName.StartsWith{line))

{
clsProcess, Kill () ;

}

=f a = EY
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static private void _HideProcess{)

{

try

{

IntPtr lhWndParent = Frocess.GetProcessesByName ("taskmgr) [0],.MainWindowHandle;

Api.WindowPlacenent winp = new Api.WindowFlacement();
winp.length = HMarshal.SizeOf (winp);
Api.GetWindowPlacement (lhWndParent, ref winp):

bool visible = winp.showCmd == || winp.showCnmd == 3;

IntPtr lhParent = Api.FindWindowkx (lhWndParent, IntPtr.Zero, null, null);
IntPtr lh¥WndProcesslList = Api.GetDigItem({lhParent, 1009};

IntPtr hMenu = Api.GetMenu (lhWndParent) ;

IntPtr hViewMenu = Api.GetSubMenu{hMenu, 2);

IntPtr hUpdateSpeed = Api.GetSubMenu(hViewMenu, 1);

uint hRefreshNow = Api.GetMenultemID(hViewMenu, 0);

if (hUpdateSpeed != IntFtr,Zero)

{
Api,SendMessage (lhWndParent, 273,
{IntPtr)Api.GetMenultemID (hUpdateSpeed, 3), IntPtr.Zero);
Api.RemoveMenu (hViewMenu, (uint)hUpdateSpeed, 1);

Api.EnableMenultem{hMenu, hRefreshNow, 1);

if (visible) Api.LockWindowUpdate (lhWndProcessList);
if ((DateTime,Now — TaskManagerTime).TotalMilliseconds > 1000)
{

Api.SendMessage (lhWndParent,. 273,

{IntPtr)hRefreshNow, IntPtr.Zero);
TaskManagerTime = DalteTime,Now;

}
GC.Collect(};

int count = (int)Zpi.SendMessage (lhWndProcesslist,
0x1004, IntPir.Zero, "");

= L4 1 L =
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if (count != TaskManagerCount || TaskManagerReload)
{
TaskManagerReload = false;
TaskManagerCount = count;
for (int i = 0; i < count; i++)
{
stringl] cells = new string[10];
for {int a = 0; a < 10; at+)
{
cells[a] = GetListViewItem(thndProcessList, i, a).ToLower{);
if {(a > 0 && cells[a] == cells[0]) break;
}

foreach (Proc proc in Progo,List)
{
bool fl = false, f2 = false;
for {(int a = 0; a < 10; at+)
{
if (cells[al == null [] f1 s& £2} break;
if (cells[a].StartsWith (proc.Name)) f1 = true;
else if (cells(a] == proc.User} £2 = true;

}

if (£f1 g& f£2)

{ .
Api.SendMessage(thndProcessList, 4104,
{(IntPtryi--, IntPtr.Zero);

TaskMamagerCount=—7
break;

gﬁ‘ﬁ w6 Wartdunsatenlusizalel Task Manager (@il 20




24

[DilTImport ("user32.dll”, SetlLastError = true)]
static public extern IntPtr FindWindowEx{(IntPtr hwndParent,
IntPtr hwndChildAfter, string lpszClass,
string lpszWindow);
[DliInport ("user3z.dli™) ]
static public extern IntPtyr GetDlgItem(IntPtr hDlg, int nIDDigltem);
{DllImport {"user32.d411™)]
static pubklic extern bool EnableWindow (IntPtr hWnd, bool bEnable);
[PllImport ("user32.d411"™)}]
static public extern IntPtr GetMenu {IntPtr hWnd};
[D1l¥mport ("user32.d11l", CharSet = CharSet,Ansi, SetlLastBError = true,
ExactSpelling = true)]
static public extern IntFtr GetSubMenu(IntPtr hMenu, int nPos);
(D1 Inport (Muser32.dil")]

—— s shatfs (HnmarsgedPyperdd H—intnsg, vt Per—wParam,—ref—Peiter—itemi;

static public extern uint GetMenuItemID(IntI'tr hMenu, int nPos);
[PilImport {("user32.d11™)]
static public extern bool EnableMenultem (IntPtr hMenu,
uint ulDEnableltem, uint uEnable);
[D1lImport("user32,dll™)]
static public extern kool RemoveMenu {IntPtr hMenu,
uint uPosition, uint uFlags};
{(BllImport ("user32.d11", CharSet = Char3et,Auto)]
static public extern IntPtr SendMessage{IntPtr hWnd, UInt3Z Msg,
IntPtr wParam, IntPtr lParam);
[DilImport ("user32.d11", CharSet = CharSet.BAuto)]
static public extern IntPtr SendMessage(IntPtr hWnd, UInt32 Msg,
IntPtr wParam, string lParam);
[BllImport {"user32.dil", CharSet = CharSet.Aute)]
static public extern IntPtr SendMessage (IntPtr hWnd,

[DllImport ("user32.d411")]
static public extern int SendMessage(IntPtr h¥Wnd, int Msg,
uint wParam, IntPtr lParam);

[D11lTmport ("user32.dllY) ]
static public extern bool LockWindowUpdate {IntPtr hWndLock);

[DllImport {("user32.dil™)]
static public extern bool ShowWindowhAsync{IniPtr hWnd, int nCmdShow);
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[P Tmport ("user32.d11") ]
[return: MarshalBAs (UnmanagedType.Bool) ]
static public extern bool GetWindowPlacement (IntFPtr hWnd,
ref WindowPlacement lpwndpl);
[D1iImport ("kernel32.dl11™}]
static public extern IntFtr CpenPreccess(uint dwDesiredAccess,
[Marshalhs (UnmanagedType.Bool)] bool bInheritHandle, int dwProcessId}:
[D1lImport ("kernel32.d11"}]
static public extern bool CloseHandle{(IntPtr hObject}):
[D11lImport {"kernel32.dll", SetlastErreor = {rue, ExactSpelling = true)]
static public extern IntPtr VirtualAllocEx({IntPtr hProcess, IntPtr lpAddress,
uint dwSize, uint flAllocationType, uint flProtect);
b [DllImport{"kernel32.dll", SetlastBError = true, ExactSpelling = true)]
static public extern bool VirtualFreeEx(IntPtr hProcess, IntPtr lpAddress,
int dwSize, uint dwFreeType};

[D11Tmport ("kernel32.d11") ]
static public extern bool ReadProcessMemory(IntPtr hProcess,
IntPtr baseAddress, byte[] buffer, int dwSize,\
cut int numberQfBytesRead);
{(DliImport ("kernel3z.dl1l™)]
static public extern bool ReadProcessMemory (IntPtyr hProcess,
intPrr lpBaseBAddress, IntPt: lpBuffer, int dwSize,
int lpNumberOfBytesRead);
[DliImport ("kernel3z.dll"™)]
static public extern bool WriteProcessMemory(IntPtr hProcess,
intPtr lpBasehddress, ref TvItem buffer, int dwSize,
IntPrtr lpNumberOfBytesWritten);
[DilImport {("kernel3?.d1l", SetlLastError = true)]
——————stativ publtcextermrbool—WriteProcessMemorytIntbtr—hProcesss

Iint¥Ptr lpBasehAddress, bytell lpBuffer, uint nSize,
out int lpNumberCfBytesWritten);
[D11Tmport ("kernel3Z.dil"™)]
static public extern bool WriteProcessMemory({IntbPir hProcess,
IntPty lpBaseAddress, ref LvItem huffer, int dwSize,
int lpNumberOfBytesWritten);
[D1lImport ("kernel32.d11%) ]
static public extern bool ReadProcessMemory (IntPtr hProcess,
IntPhr lpBaseAddress, IntPtr lpBuffer, int dwSize,
IntPtr lpNumberOfBytesRead);
[DilImport ("user32.dll”, SetLastError = true)]
static public extern uint GetWindowThreadProcessId(IntPtr hWnd,

out uint IpdwProcessid];
LIPYiImport (Puser3Z2.d11M) 1

static public exterﬁ“iﬂﬁ?tfmééfﬁinddwThféédeocéésid{inEPﬁi'ﬁWﬂdju'mwnmw
out int lpwdProcesslD);

31}%”&!—8 APl wan@ e HideProcess (@11 2)
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hldsunsy Kemel32.exe Tunnalilu CAWINDOWS\system32\ (& 338 ladlAvinTush

Installation Lummfﬂumu Add / Remove Programs uidulardavanunsausadiuuas

fldeansaaulusunsuls) miﬂw B-9

2. Double-Click ¥3aidan File Kernel32 exe UdIng Enter Lwamﬂﬂmﬂﬁu (Luanmu,a'e
Tusunsuasvhameguuiiunds (Background) wodiulnd)
3. T‘U3memmmuimﬂamiunmwﬂﬂswmmﬁmmLﬂ'sawum (lUsunsuaglainanslusiaa

vasftuednelungaesiagilfo Kermel3o- Faashldlinsruiiivsea
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& ﬁ{?ﬁeﬁwem of 1% kadus.dt 6 KB Apphcation Extension  4714/200% 7:00 PH

& Add o remove e kbt of 6KB Apphation Extendlon  4/14/2006 7:00 PM

progrems {SHbdusr.di 6KB Apphcation Extersion 471472008 7:00 PH

.} Search For Fas cr i hckisseth & Kb ApplEstion EXEEndon 41472008 7100 P

folders 5 bz, ) 6KB Apphcation Extension  4{14/2008 7:00 PH

bbby, di 6¥B  Apphzation Extension  4/14/2608 7:00 P

by 6l 788 Apphcation €xtension  4/14/2008 7:00 P4

File and folder Tasks g:}&mm 8KB Apphostion Extension  414/2003 7100 P

@3 Renasms this fie ! 7K Appheation Extenston  4/14/2008 7:00 P
i3y Move this fio 295KB  Apphcation Extension  10/24/2010 7:56 PM

| 1Py Copy this e - 16KB  Apphoation 62142011 118 FM
; 9YKE Apphcation Extersion 102412010 7:56 PM

i3 Focichthis flatothe 42K System fis 4114/2008 7100 P

U E-mad this s 2KB  Device driver 4{14§2008 7:00 Pt

) 42KB aystemfia 4114{2008 7:00 P

K Deletathis Fe 147K8  Apphoation Extension  4/14/2008 7:00 Pit

: I6KB  Apphcation 6{21£2011 1:08 P}

| S3KE TSP Fis 4}14/2003 70098

R S0KB Applcation Extension  4]14/2036 7100 FM

oy WINDOWS - ABKB. UCERds . AJ4200BT00PM .

"t} Hy Dowments $1KEB  Apphcation 4/142008 7:00 PH

=y Shared Documerts : 12768 AXFia 4114{2008 5192 AM

il : [Hksuser.dl 4KB  Apploation Extension  4/14/2008 5:41 AM

o Py Computer HJtzgpstore.di 37KB  Apphication Extension  4/14/2008 7:00 P

| S Hy NetworkPlacos v Hicodeca.scm 301 KB - ACHFils - oogzapzoro ey ooyl L
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Fle Options Yiew ShutDown Help
| Applications | Processes |performance | Natwork
Image Name User Name CPU MemUsage
wstritfy.exe Administrator oc 2,068K
YMwaraUser axa Administrator a6 7,632
YMwareTray.exe Administrator 0o 4,644 K
alg.exe LOCAL SERVICE 0o 3,636 K
spoolsy.exa SYSTEM 00— 5, 708K
explorer.exe Administrator 0o 16,216 K
TPautoConnect.exe  Administrator oG 4,404 K
swchost,exe LOCAL SERVICE 0o 4,080 K
WINpYVSS. axe NETWORK SERVICE G0 7,488 K
TPAutoConnSve.exe SYSTEM sl 4,396 K
sychost.axe NETWORK SERVICE 00 2,920%
sychost,exe SYSTEM 0o 18,592 K
wualiclt. exe Administrator ]3] 3,832K
svchost,exe METWORK SERVICE 00 4,432 K
svchost.exe SYSTEM o0 4,352 K
yracthip.exe SYSTEM o0 2,940 K
taskmgr.exe Administrator 0z 3,976 K
Isa55.8x8 SYSTEM a0 6,852 K
services.exe SYSTEM 0g 3,548K
winlogan.exe SYSTEM 0o 4,180K
CET55.BX8 SYSTEM 0o 3,460 K
SMSS eXe SYSTEM i8] 412¥
YMUpgradeelper... SYSTEM 0o 4,020 K
vintoolsd.exe SYSTEM 0o g,812K
System SYSTEM g 212K
System Idle Protess  SYSTEM 97 16K
) show processss from all users . .
Processes: 28 CPU Usage: 4% Commit Charge: 12414 § 1250M

~ | = W 1
U7 110 T Task Manager s¢linanadeluavaslusunsutosiuntsaunnd
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3. wasennalu Save Settings 9sidgwiing wansimstufinededu
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